
 

Swissbit Germany AG, 

Wolfener Str. 36  

D-12681 Berlin 

 

 

Swissbit Net Policy Console User 

Manual 
Version: 2.3 

Create date: 20.08.2019 

  

 

Author:  Swissbit Germany AG 

  

  



   

 

  

Swissbit_NetPolicyConsole_User_Manual_v2.3 

Page 2 of 20 

          Version 2.3  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copyright 2018 by 

Swissbit Germany AG 

Wolfener Str. 36 

D-12681 Berlin 

This document as well as the information or material contained is copyrighted. Any use not explicitly 
permitted by copyright law requires prior consent of Swissbit Germany AG. This applies to any 
reproduction, revision, translation, storage on microfilm as well as its import and processing in electronic 
systems, in particular. 

The information or material contained in this document is property of Swissbit Germany AG and any 
recipient of this document shall not disclose or divulge, directly or indirectly, this document or the 
information or material contained herein without the prior written consent of Swissbit Germany AG. 

All copyrights, trademarks, patents and other rights in connection herewith are expressly reserved to 
Swissbit Germany AG and no license is created hereby. 

Subject to technical changes. 

All brand or product names mentioned are trademarks or registered trademarks of their respective 
holders. 

  



  

 

  

Swissbit_NetPolicyConsole_User_Manual_v2.3 

Page 3 of 20 

          Version 2.3  

 

Table of Contents 

TABLE OF CONTENTS .......................................................................................................................................................... 3 

1 DOCUMENT INFORMATION ........................................................................................................................................ 4 

1.1 ABOUT THIS DOCUMENT ............................................................................................................................................ 4 
1.2 DOCUMENT HISTORY ................................................................................................................................................. 4 
1.3 GLOSSARY ................................................................................................................................................................. 5 

2 FILES SHIPPED WITH THIS DOCUMENT ................................................................................................................. 6 

3 SERVER INSTALLATION .............................................................................................................................................. 7 

3.1 INSTALLING SWISSBIT NET POLICY CONSOLE IMAGE ............................................................................................... 7 
3.2 CONFIGURE IP ADDRESS ........................................................................................................................................... 7 
3.3 GENERATE SSL CERTIFICATE ................................................................................................................................... 8 
3.4 CONFIGURE THE FIREWALL ........................................................................................................................................ 8 
3.5 FINISH THE SETUP ...................................................................................................................................................... 9 

4 MANAGING DATABASE ENTRIES ........................................................................................................................... 10 

4.1 ADDING A NEW DEVICE ........................................................................................................................................... 11 
4.2 REMOVING A DEVICE ............................................................................................................................................... 12 
4.3 CHANGING THE PIN OF A DEVICE ........................................................................................................................... 12 
4.4 INSPECTING THE DEVICE INFORMATION................................................................................................................... 13 
4.5 INSPECTING THE LOG-FILE ...................................................................................................................................... 14 
4.6 POSSIBLE RESULTS ................................................................................................................................................. 15 

5 MANAGING THE TCP AND UDP SERVERS (OPTIONAL)................................................................................... 17 

6 INSTALL THE DATABASE (OPTIONAL) ................................................................................................................. 18 

7 REFERENCE MATERIAL ............................................................................................................................................ 19 

7.1 SWISSBIT .................................................................................................................................................................. 19 
7.2 APACHE .................................................................................................................................................................... 19 
7.3 DATABASE ................................................................................................................................................................ 19 
7.4 RASPBERRY PI ......................................................................................................................................................... 19 

8 APPENDIX ...................................................................................................................................................................... 20 

8.1 RETRIEVING THE UNIQUE ID OF A SWISSBIT DP CARD .......................................................................................... 20 



  Document Information 
 

 

  

Swissbit_NetPolicyConsole_User_Manual_v2.3 

Page 4 of 20 

          Version 2.3  

 

1 Document Information 

1.1 About this Document 

This document describes how to setup and use an authentication server (Swissbit Net Policy Console) 

replying to request from Swissbit Data Protection devices.  

A Swissbit Data Protection (DP) device is a microSD/SD card or a USB device that allows encryption 

and access protection of data stored on the card. The DP card safeguards a data policy that is 

enforced with minimum interaction of the host system. 

The device can be configured to retrieve authentication data from a network server. This document 

describes how to install, administer and utilize such a server. 

The server consists of three building blocks. A database to store authentication data, a Python script to 

handle client authentication request, retrieve data from the data base and send authentication data 

back to the client and an Apache webserver providing a Web interface to add, remove and change 

database entries. 

 

  

1.2 Document History 

Version Updated on Updated by  Short description 

2.0 October 26th, 2018 Swissbit AG First released version of the 
document 

2.1 Febuary 2nd, 2019 Swissbit AG Added Appendix 

2.2 June 19th, 2019 Swissbit AG Updated Document after Review 

2.3 August 20th, 2019 Swissbit AG Remove 2nd factor authentication 
& update procedure 
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1.3 Glossary 

 

 

 

 

 

 

 

Abbreviation Description 

API Application Programming Interface 

DP Data Protection 

SDK Software Development Kit 

GUI Graphical User Interface 

CLI Command Line Interface 

SO Security Officer 

SHA Secure Hash Algorithm 

PIN Personal Identification Number 

Note: In this document PIN is synonym for 
password as any binary value can be defined. 
In practice the password will most probably be a 
ASCII PIN 

NVRAM Non-Volatile Random Access Memory 
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2 Files Shipped with this Document 

This document is shipped with the file SwissbitNetPolicyConsole.zip. After unpacking it to a directory 

<ServerRoot> it will have this structure:  

 

├──SwissbitNetPolicyConsole   - Containing image of Swissbit Net Policy Server. 

│   └── Zip - Zip file of image of Swissbit Net Policy Server. 

├── Database - Scripts to setup and completely remove the database. 
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3 Server Installation 

This document describes the setup of a Swissbit Net Policy Authentication Server. It stores for a 

specific Swissbit Data Protectction device the PIN needed for unlocking the device. After server 

configuration the unlock policies for a DP device can be configured and managed in the server’s web 

interface.  

If you have set the NET policy for a certain DP device, you need to configure an authentication server 

in your network. This server is designed for operating within a private network that means client and the 

server should exist in the same private network.This chapter assumes you have a working Raspbian 

installation on a Raspberry Pi.  

The server uses the Raspbian stretch version and supplies the U-Boot client with authentication data. 

For an installation of Swissbit Net Policy Server download the image SwissbitNetPolicyConsole.img 

after Unzip it. 

To begin the installation, open up a terminal. Log in as root using command ‘sudo su’ or write a 

’sudo’ in front of every step.  

Note: Default root username is ‘pi’ and password is ‘raspberry’. Optionally default password can be 

change using below command: 

$ sudo passwd root 

For upcoming actions, write down your devices private IP-Addresses. Every client device that can be 

unlocked with this server needs it’s IP-Address stored and needs to be updated every time it changes. 

Therefore, consider configuring your DHCP Server to give your server a static IP address.  

Open terminal and you can retrieve Ip address with: 

$ hostname -I 

Before beginning the Installation, execute these two commands to update the package lists and get the 

newest version of each package and to fetch these new versions (This can take quite some time): 

$ apt-get update 

$ apt-get dist-upgrade 

Consider configuring a cronjob, which frequently updates your repositories. 

3.1 Installing Swissbit Net Policy Console Image 

- Download balenaEtcher and install it. 

- Connect an SD card reader with the SD card inside 

- Open balenaEtcher and select from your hard drive the SwissbitNetPolicyConsole.img file you 

wish to write to the SD card. 

- Select the SD card you wish to write your image to. 

- Review your selections and click 'Flash!' to begin writing data to the SD card. 

3.2 Configure IP address 

The NET Policy requires availability of a server to respond to requests from the various devices. A 

simple shell-script is executed on every start-up of the server that calls a python-script listening to the 

IP-Address of the Raspberry Pi on a specific port for incoming requests. The response is sent to the 

port, specified by the client. Below steps configure the IP address and port of server in the scripts in 

order to respond to the requests: 

https://www.balena.io/etcher/
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Setup: 

 Browse to the folder using below command  

$ cd /var/NetPolicyServer/ 

 Open file constants.json. 

 Change the “server_IP” to the IP-Address your device uses within your private network. 

Please make sure the IP-Address of the server stays constant and consider a static DHCP 

configuration on your respective DHCP server. 

 Leave the “server_port” on 12375, since that should not interfere with any other port listener. (If 

it does, it can be changed in here anytime.) 

 Note: For your DP-Card using the net policy, you need to enter these values in the NVRAM 

using a CardManager in this format: 

net#<IP-address>#<port> 

 

 

3.3 Generate SSL Certificate 

Now we need to create a SSL Certificate, which is used by server to communicate via the ssl-

encrypted https over the port 443. This is necessary, because passwords like the authentication secret 

can easily be sniffed during the transaction with the server. 

Delete the old certificate from the location /etc/apache2/ssl using the below command 

 

rm /etc/apache2/ssl/apache.key /etc/apache2/ssl/apache.crt 

 

Generate the new certificate using below command. 

The certificate expires after 365 days. For further use create a new one using the same command. 

$  openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout 

/etc/apache2/ssl/apache.key -out /etc/apache2/ssl/apache.crt 

$ chmod 600 /etc/apache2/ssl/* 

 

The Information you enter will be seen in your certificate and foremost by the administrator using the 

web interface. The one information that does matter is the “CommonName”: Enter your devices IP 

address or domain there. Although every commonly known Browser is going to warn the user that your 

connection is not safe, this can be ignored. 

 

3.4 Configure the firewall 

If you are using a Raspberry Pi with a fresh Raspbian installation, no firewall should restrict any ports 

on your device (unless you have installed one).  

This Swissbit Net-Policy Server is using three Ports, which need to be accessible via the Network 

connection: 
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 80 for Apache (http) 

 443 for Apache (https) 

 12375 for UDP-Server (udp) 

Please note port 12375 is chosen arbitrarily and may collide with other services. Please check your 

network setup accordingly. 

3.5 Finish the setup 

a) Restart all servers, by restarting the device. 

b) To restart a server individually use one of the corresponding commands: 

- Apache: 

$ Sudo service apache2 restart 

- MySQL: 

$ sudo service mysql restart  

- UDP-Server: 

 Our package provides an init-script to (re-)start the Net-Policy UDP-Server. Execute it with: 

$ sudo /etc/init.d/netpolicy-udpserver start 

The process based on that python script kills any previous instance of it to free the port it is 

supposed to listen. 
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4 Managing Database Entries  

After the server has been setup it can be used to manage the authentication database through a web 

interface. It allows adding and removing a device as well as changing the PIN of the device stored in 

the database. The database interface is accessed by entering the address of the authentication server 

in the address bar of a browser (e.g. https:://ip address/NetServerPolicy/ or 

https:://localhost/NetServerPolicy/). After entering the address enter the user credentials with username 

‘user’ and password ‘user’. What is the default username and password? Optionally, new username 

and password can also be added using the below command: 

sudo htpasswd -b /etc/apache2/.htpasswd <new_username> <new_password> 

To delete a user, open the file .htpasswd in a text editor and simply erase the corresponding line. 

Combine these two methods to modify a user’s password. 

Note: Any action performed through the Swissbit Net Policy Management Console effects only the 

values stored inside the database. It does not have any effect on the device and its configuration itself. 

 
Figure 1: The Net Policy Management Console inside a browser window. 
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4.1 Adding a New Device 

 A new device is entered into the database 

through the Add Device button. The device is 

identified through its Unique ID and has to match 

the Unique ID of the device on the client side. 

Otherwise authentication will fail. Please refer to 

the Appendix section “Retrieving the Unique ID of 

a Swissbit DP Card” how to determine the Unique 

ID of your Swissbit DP device. 

The Unique ID has to be entered inside the field 

Unique ID. It is an alphanumeric value without any 

blank spaces. Please see the U-Boot Manual 

about using the Device Manager to get the 

Unique ID or as shown in Chapter 4.6. 

 

 

Enter a name identifying the card in the field 

Device Alias. You can choose this name freely, 

but it has to be unique, it is not allowed to give to 

enter the same Device Alias for two different 

devices. 

Enter the user PIN (password) you have chosen when 

activating the device in the field PIN. If the value 

entered here does not match the user PIN of the device 

authentication will fail and the counter of failed logins will be increased on the device. 

You can enter any further information about the device in the field Additional Information. 

Filling values in the fields Unique ID, Device Alias and PIN is mandatory, an entry into the fields below 

are optional. 

Please use the button Add Device to write the entries into the database. 

  

Figure 2: Overview adding a new device 
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4.2 Removing a Device 

Select the Device that is no more relevant to this server 

from the dropdown list. The devices are represented in 

the format <alias>#<uniqueID>. 

By clicking “Remove Device” all information stored with 

the selected option are removed from all tables in the 

database. 

4.3 Changing the PIN of a Device    

The PIN of an existing device stored in the database is 

changed inside the database through the Change Device 

button. 

From the Select Unique ID drop down box select the 

device for which you want to change the PIN. Enter the old PIN and the new PIN and finally press the 

Change PIN button to write the new PIN to the database. If the value in the Old PIN field does not 

match the value currently stored as PIN for the selected device the PIN will not be changed. 

Note: This dialog only changes the PIN stored in the database not the PIN on the device itself! 

 
Figure 4: The change device PIN dialog inside a browser window. 

Figure 3: Overview removing a device 
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4.4 Inspecting the device Information 

Select the Device (given by 

Unique ID and Alias) in the 

dropdown table and click “View 

Information”. NULL Values are 

represented by an empty cell 

(Figure 5). 
  

Figure 5: Inspecting the device Information from the web console. 
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4.5 Inspecting the Log-File 

The Log displayed in your browser won’t synchronize with the actual log file.  

Its main purpose is to assist while adding a new device to the database. Although section 8.1 already 

explains how to retrieve the unique ID using the command prompt, this can be quite laborious. Every 

request from a client device (even one that is not registered to this server yet) is displayed here. 

 Request an unlock code for a specific device, open the log and scroll to said request.  

 Copy the unique ID, navigate to the add-page and insert the data. 

It is not necessary to copy all the leading zeros. They are added automatically on inserting the device 

information. 

 

 

 

Figure 7 

Figure 6: Retrieving the unique ID using the log in the web interface 
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4.6 Possible Results 

Case 1: The success screen (see Figure 8) appears once your 

database has been filled with the new device information (add), 

device information have been removed or the stored PIN could be 

updated. 

Case 2: An Error occurred (see Figure 9): This means that the php 

script responsible for the database management threw an error and 

terminated, leaving any started process unfinished. There are 

some possible reasons for this:  

 The database is not activated or not even installed. To restart the 

database restart the NetPolicy-server using the respective 

commands (see section 5). If this does not change the output, 

follow the guide in section 6 to install the database. Make sure to 

remove every previous instance of it. 

 If Figure 9 appeared as a result to the “viewing the log” operation, 

this means that no log file is available. Create one by restarting 

the NetPolicy-server (see section 5). 

 

 
 Case 3: “Warning: No row in the database has been updated” 
(Figure 10): This occurs when: 

 the old Pin does not match the one set in the database 

(change device Pin) 

 no device exists with that unique ID (remove device) 

Case 4: Unable to execute query (Figure 11): The unique ID you 

want to add is already assigned. 

 
 
 
 
 

Figure 8: Case1: Successful query result 

Figure 9: Case2: Server Error 
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Figure 10: Case 3: Database Warning 

  
 

 
Figure 11: Case 4: Query Error  
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5 Managing the TCP and UDP Servers (Optional) 

Considering that every aspect described above has been implemented, these Servers are being 

launched every time the device is booting.  

They are managed by init-scripts that feature two different options. Calling them requires root 

privileges. 

$ /etc/init.d/netpolicy-udpserver <option> 

$ /etc/init.d/netpolicy-tcpserver <option> 

netpolicy-tcpserver from package can also be used by the user in replacement of netpolicy-udpserver. 

 start kills all port listeners on the set port for udp/tcp server and launches itself 

 status displays the log for each server which is stored at 

/var/log/NetPolicyServer/access_udp.log  
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6 Install The Database (Optional) 

The database is the heart of the NETPolicy Server: It stores the dp-devices uniqueID, the hashed 

authenticationSecret and an alias. The alias is used for humans to be able to distinguish between the 

devices by giving the mnemonics.  

Unless already implemented differently, only the local admin is able to modify the whole database. 

During the installation, a user will be created who has got the necessary rights needed for the 

webserver and for the python script handling the UDP-socket. These include reading from 

access_keys, inserting new rows and updating and deleting old ones. This user is used by both: The 

apache Server and the python script. 

This database can co-exist with other databases as long as there are no intersections concerning 

database-, table and usernames. 

- Execute these commands to install the components for the database. The latter is going to open 

the Database terminal. This uses SQL queries for an input. 

$ apt-get install mariadb-server mysql-server mysql-client -y  

$ mysql 

- Open the file setup.sql in the subfolder Database in a text editor. Set up the database by copying 

the whole content at once into the command line. 

What these commands are doing is: 

 Create a database called ‘swissbit_data_access’ 

 Create a table called ‘access_keys’ in this database (Make sure you don’t already have that 

table in this database with different columns.) 

 Create a user ‘access’ with the password ‘sbitacc’. 

you only possess the necessary rights to read and write to the columns from the apache server 

and to read the table from the python script handling the UDP socket for client requests. 

- Once you make sure nothing is overwriting your database entries, you could also use this 

command instead of having to copy everything: 

$ mysql < <pathTo>/setup.sql 

Note: In case you need to remove the database, the file uninstall.sql provides the commands to do so. 

This won’t create a backup and everything stored within the tables will be lost. 

Reference: 

https://howtoraspberrypi.com/mariadb-raspbian-raspberry-pi/ 

https://www.digitalocean.com/community/tutorials/how-to-create-and-manage-databases-in-mysql-and-

mariadb-on-a-cloud-server 

 

 

https://howtoraspberrypi.com/mariadb-raspbian-raspberry-pi/
https://www.digitalocean.com/community/tutorials/how-to-create-and-manage-databases-in-mysql-and-mariadb-on-a-cloud-server
https://www.digitalocean.com/community/tutorials/how-to-create-and-manage-databases-in-mysql-and-mariadb-on-a-cloud-server
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7 Reference Material  

7.1 Swissbit  

Swissbit U-Boot SDK User Manual: Client installation and configuration 

7.2 Apache 

http://www.apache.org/ 

https://www.digitalocean.com/community/tutorials/how-to-set-up-password-authentication-with-apache-

on-ubuntu-14-04 

https://variax.wordpress.com/2017/03/18/adding-https-to-the-raspberry-pi-apache-web-

server/comment-page-1/ 

https://www.digitalocean.com/community/tutorials/how-to-create-a-ssl-certificate-on-apache-for-debian-

8 

https://www.raspberrypi.org/documentation/remote-access/web-server/apache.md 

7.3 Database  

https://howtoraspberrypi.com/mariadb-raspbian-raspberry-pi/ 

https://www.digitalocean.com/community/tutorials/how-to-create-and-manage-databases-in-mysql-and-

mariadb-on-a-cloud-server 

7.4 Raspberry PI  

http://www.instructables.com/id/Raspberry-Pi-Launch-Python-script-on-startup/ 

http://www.apache.org/
https://www.digitalocean.com/community/tutorials/how-to-set-up-password-authentication-with-apache-on-ubuntu-14-04
https://www.digitalocean.com/community/tutorials/how-to-set-up-password-authentication-with-apache-on-ubuntu-14-04
https://variax.wordpress.com/2017/03/18/adding-https-to-the-raspberry-pi-apache-web-server/comment-page-1/
https://variax.wordpress.com/2017/03/18/adding-https-to-the-raspberry-pi-apache-web-server/comment-page-1/
https://www.digitalocean.com/community/tutorials/how-to-create-a-ssl-certificate-on-apache-for-debian-8
https://www.digitalocean.com/community/tutorials/how-to-create-a-ssl-certificate-on-apache-for-debian-8
https://www.raspberrypi.org/documentation/remote-access/web-server/apache.md
https://howtoraspberrypi.com/mariadb-raspbian-raspberry-pi/
https://www.digitalocean.com/community/tutorials/how-to-create-and-manage-databases-in-mysql-and-mariadb-on-a-cloud-server
https://www.digitalocean.com/community/tutorials/how-to-create-and-manage-databases-in-mysql-and-mariadb-on-a-cloud-server
http://www.instructables.com/id/Raspberry-Pi-Launch-Python-script-on-startup/
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8 Appendix 

8.1 Retrieving the Unique ID of a Swissbit DP Card  

Please plug in your Swissbit DP device on a Windows machine. Note the drive where the device is 

mounted to. Open a cmd Window on that machine and navigate to the folder where the file 

cardManagerCLI.exe from the Swissbit U-Boot SDK is located. Execute this command: 

cardManagerCLI.exe -m <DriveOfDevice:> -s 

DriveOfDevice denotes the drive where your DP device is mounted. So if it is mounted on drive f the 

command would be: 

cardManagerCLI.exe -m f: -s 

Please note the last value for the last entry in the output, ie. Controller ID. This alphanumeric sequence 

without any blank spaces is the Unique ID for the Net Policy Console. 

Note: It is not the value displayed in the Unique Card ID field! 

 

Retrieving the Unique ID for the Net Policy Console from a Windows command prompt. 

 


